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THOMPSON ATlANTA CINCINNATI COLUMOUS mWYORK
-HINE;:;:;;':':'-===~=~====-:::~:';;";';;;;;;;=~. JRUSSELS ClEVELAND DAYION WASHINGTON, D.C.

March 2, 2009

VIA MESSENGER - CORRECTED COURTESY
COpy

Marlene H. Dortch, Secretary
Office ofthe Secretary
Federal Communications Commission
445 12th Street, S.W.
Suite TW-A325
Washington, DC 20554

RE: Annual 47 C.F.R. §64.2009(e) CPNI Certification
EB Docket 06-36

Q!1ar Secretary Dortch:

OR\G\N~l

FILeD/ACCEPTED

M.~R ~ 3 2009
FedemJOffICommunlCllllons CommIssion

CQ of !he SecrelBry

I

I
I

The Buckland Telephone Company, by its attorneys and pursuant to Section 64.2009(e) of the
Commission's rules, hereby submits its 2008 CPNI Certification and Accompanying Statement.

This submission replaces the submission made on Thursday, February 26,2009, which attached
the confirmation ofelectronic filing, 2008 CPNI Certification and Accompanying Statement of
another client.(lfthe undersigned. As the attached confirmation indicates, the 2008 CPNI
Certification and Accompanying Statement were timely-filed through the ECFS on February 10,
2009.

!fthere are any questions regarding this corrected submission, please contact the undersigned.

Respectfully,

~~
Carolyn S. Flahive

Enclosures

cc: (with enclosures)
FCC Enforcement Bureau (2)
Best Copy and Printing, Inc. (1)

Car~Iyn.FI.hivC@lhompsonhine.com Phone 614.469.3294 FIX 614.469.3361

No. of Copiesreo'd~
ListABCDE

eSP/err 607555.2

THOMPSON HINE llP

, ArrqRNEYS AT LAw
41 South High Street
Suite 1700
Columbus, Ohio 43215-6101

www.ThompsonHine.com
Phone 614.469.3200
Fax 614.469.3361
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ECFS Comment Submission: CONFIRMATION Page 1 of 1

The FCC Acknowledges Receipt of Comments From ...
Buckland Telephone Company
...and Thank You for Your Comments

Initiate a SubmisSIon ISearch ELI·S IBetUl" to BeEs HOlDe Page

Your Confirmation Number is: '2009210939864 •

Date Received: Feb 10 2009
Docket: 06-36

Number of Files Transmitted: 1

I DISCLOSURE I
This confirmation verifies that RCFS has received and accepted
yonI' filing. However, your filing will be rejected by ECFS if it
contains macro~, passwords, redlining, read-only formatting, a
virus or automated links to source documents that is not included
with your filing.
Filers are encouraged to retrieve and view their filing within 24
hours of receipt of this confirmation. For any problems contact
the Help Desk at 202-418-0193•.. . . .. -

FCC Home Page Commissioners Bureaus/Offices

updated /21/ //03
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http://fjallfoss.fcc.gov/cgi-binlwebsql/prod/ecfs/upload_v2.hts
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BEFORE
THE FEDERAL COIvlMUNICATIONS COMMISSION

WASHINGTON,D.C. 20554

EB-06-TC-060

EB Docket No. 06-36

ANNUAL 47 C.F.R § 64.2009(e) ClNI cERTIFICATION

Annual 64.2009(e) ePNI Certification for 2008

Date filed: 2·1()..2009

Name of company covered b>: this certification: BucklBlld Telephone Company

Fonn 499 Filer ID: 809644

Name ofsignatory: Russell Moon

, Title ofsignatory: Vice - President

I, Russell Moon, certifY that I am an officer ofthe company nlWled above, and acting as
an agent oflhe company. that I have personal knOWledge that the company hllll estftblisbed
.operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement cxplllining how the
company's procedures enSlll:e that the company is in compliance with tho requ!.remenlll set fortb
in section 64.2001 et seq. ofthe Commission's rules.

The company has not tllkan any actions (proceedings instituted or petitions filed by a
company at either state cormnissions, thf;l court system or at the Commission) against dala

. brokers in the past yf;lar. ComplUlies must report on any information that they have with respect
to the processes pretexters arf;l using to attempt to access CPNI, and what steps complUlies arf;l
ta.1cing to protect CPNI.

The company has not received any customor complainlll in the PlIllt year concerning the
unauthorized release ofCPNI.
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BUCKLAND TELEl'HONE COMl'ANY
STATEMENT OF Cl'NIl'ROCEDURES

• columbusmail room ~ 009/007

Buckland Telephone Company bas created a CPNl Policy Handbook containing the following
procedures that ithas adopted to ensure the protection ofCPNI. The handbook desonlles our prooedures
In greater detalllllld provides pmolical guidance on how to proteot 'gIIinst unauthorized disclosure or usc
ofCPNI. The handbook is distributed to ouremployoes during training ands~ as an important

, reference tool for our employees,

Dnly to Protect cPNl

We a.. a conununloations company recognize our duty to protect onstomer CPNI. We may not
. disclose C1'NI to Wlauthorlzed persons, nor may we use CPNI in certain ways without consent from our

c\lStomera. BefMe we canprovide customers with their oWl! CPNI, we must authentioate the customer.

We recognize that there arc a few cases in wbich we can disclose CPNl withOllt fust obtaining
customer approval:

1. Mministmtive use: We may usc CPNl to Initiate, render, bill and col/ect for'
oommunlcations services.

2. Protection ofcarrier and third parties: We may usc CPNI to protect the intcrcsIB ofour
company, such as to prevent fra\ld or illegal use ofour systems and nclwork. Employees are notified of
the steps to take, ifany, in these aorts ofsitustions.

3. As required by law: We may disclos. CPNl ifwe ar.ereqnired to by law, such as ihrOllgh
leg.l process (SIlbpoenas) or in response to requests by law coforccm'cnt, Employees arc notified ofmy
ste!", they must lake in these situations.

,Onr Own Us. or CPNl

W. may usc CPNI to provide or market Semoes to our existing oustomers. We understand that
,we ll!e required to obtain customer approval prior to lIIill8 CPNI in certain ways.

Marketing

We undet;'~d that we do n~t ~eed to obtain customer approval before using CPNI to market
services to our ClIlstmg customers Within the categories of service to which the customer already
,sllbscribes.

. We understand that we may not use CPNI 10 market services !bIlt are in a service categoI}' to
whIch the oustomer docs not .heady subscnoc without customer approval.

. We und~~nd that we'OlUlJlot usc CPNI to solicit. customer to add a new categoI}' ofservice
WIthout fifllt obtammg the customer's approval.

" >01. ,",J.,
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We also undersW1d that we do nQtneed customer consentbefore using Cl'Nllo market "adjunct
to-basic" ScMces SlIoh M speed dialing, computer-provided directory assi6t1lnce, call monitoring, call
traoing, oall blocking, call return, repeat dialing, caD tracking, call wailing, caller ro, call forwarding, and
certain cenlreJ< features.

Wc understand that we may not use CPNI to identify or track customers tltllt call competing
seIi'ice providers.

We regularly review our marketing practices to determine when and how CPNI is used within the
company, and whother cPN! is being shored with other entities. We also review new marketing or sales
campaigns to ensure compliance with lbese CPN! policies and with the FCC's Cl'Nl regulations. We will
only share CPN! with OUT affiliate BTC Communications.

Proyjsion ofServices .

Wo understand that we do nol neod customar approval to Wle CPN! to "",vide CPE and call
answering, voice mall or me:;s~glng, voice storage and retrieval services, fox store and forward, and
protOCOl conversion.

Authenticating Cnlllomcrs Before Disclosing CPNI

We wderstand that we are required 10 objeotively determine that our OU!tomers are who thoy say
Ihey are boforo disolosing CPN! 10 them

Telephone

We understand that when. cuslomer calls, we may not ralesse call detllU information, or
information relating to the traDsntission ofspecific telephone cans until we hove obtllined the account
password from lbe caller, or called the custom~r back at th~ telephone number ofrecord to ensure that the
customer is who Blbe says slbe is, Alternatively, we may oIfar to send the call dctaillnformation to th~

address of record orprovlde it to. the customer or authorized individual in person after slhe bas produoed
valid photo identification at our office.

We understand that we may disolose non-call detaillnlonnallon over the telephone after
authentioating the customer by calling back the telephone number ofrecord, ohealOng valid phOlo
identifioation, or by mailing the infonnation to th~ acoount address ofrecord.

In-Person Authentioation

We und~r8tand that before we can disclose CPNI to cUstomers in person, the customer must
present valid g()vemlllent-is$ued ph()iO identiflcaii()n. The nome on the photo identifioation must malch
the name on Ihe account. Ifthe ollstomer cannot pr~sent the reqUired identification, we offer to provide
the requested CPNI by sending it to the acoount addreM ofrecord. .

Beforeproviding the coo to the cuslomar, we make a copy of the photo identification. This
copy is then pl.ced in the cuetomar's file, together with a copy ofthe CPNI provided to the customer.
These m:ords are then kept in the customer file in accordance with our record-keeping policies.
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Mill

If the custornenequesta ePNI tbroughregular mail, or if the customer cannot comply with on~ of
, the authentioation methods above, we send the requested information to the oustomer's address ofrecord
only.

Onllne Access

Should we choose to provide online account access in the future, we wiJl password protect that
access and develop policies and procedures at that lime.

Customer Notification ofCl'NI Rights

We provide a CPNI privaoy policy to all oustomers every two years. This polloy provides
notification to eaoh customer ofhis/her right to resbiOl use of, disclosure of, and access to that customer's
CPNI. We maintain a list of all oustomers whc receive the privacy polioy, the dale on which the policy is
sent, and a oopy ofthellolicy in'ourrecords for two (2) yean folJowingthe 1lU\ili.ng ofthe policy. We
provide additional copies of the CPNlprivacy policy to all oustomers who request it and to all new
customers upon activation of service.

The polley contains an opt-out oustomer approval notice, Customers who do not wish to allow \lS
, to lISe thoir CPNI to market services outside their existing service categories, or who do not wish to allow
us to shlU'o their CPNIwith affiliates, b&ve 30 days to oontRct us to tell us that they do notopprove of this
use. Ifwe do not hear baok from the customer within 30 days, we \lllderstand that we are free to ooe their
CPNI for tbese purposes. We \l,Qderatand that customers can change their option at any lime by
contacting us, and we notify o~ customers of this right.

We maint~in records of the customClS who received the opt-out approval notice 8l1d records of
the customers who oontacted us to opt out in accordance with our record-keeping pollcies.

We undorst8l1d that we must provide written notice to the FCC within five (5) business days if
our opt-oll:t meoh"'1iSll1S do not work properly to the degree that our oustomers' inability to opt out is
more than an anomaly. ,

Training And Dl!JclpliM

We trained all ofour employees regarding the company's CPNI policies prior to the effeotive
date ofthe. most recent CPNI regulatlonll, December 8, 2007. Employees alll required to attend a
retraining every 3 years to Cl)sl!I" that they understand the cornpany'a CPNI policiesand any updates to
those policies, ]ftbe FCC issues new or revised CPNI rules, we ll'ain employees regarding these new or
revised rules before their effeotive date. New employees who will bave acceSS to CPNI are trained when
they join the oompany, and then atttrld the regularly-scheduled retraining sessions. At the conclusion of
each ll'aining session, employees are asked to sign certificates stating that they understand the company's
CPNI polleies and that they will oomply with those polioies.

We have implemented the following disoiplinsry guidelines for employees who fail to follow our
CPNI polioies:
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Buckland Telephone COmpllllY has lnfonned its employeC$ that it
COJlSiders complianoe witb the Communioations Aot lIl1d FCC rulell
regarding the use, dtsclosU1'e, and access to CPNI to he very important.
Violation by compBl1Y employees of S\1oll CPNl requirements will lead to
dlsoiplinary aotlon (including remedial training, reprimands! unfavorable
perfonnBDce nwIews, and probation?, dependi~g \1~on the ClTcumstanceS
ofthe v1ol~tion (including the seventy ofthe Vlolation! whether .
appropriate guidMce was sough~ ~nd the extent 10 which the violation
was or was not deliberate ormallolous.

Disoiplinary reoords are mainlained in the COlTlpany files in aocordanc~ with our record-keeping polioies.

Record-Xeaping

We maintain the following records in our files for two (2) years:

a. Records relating to the annual mailing oflhe customer CPNI privacypolicy;

b. Records of oustomer ~pproval or disapproval ofCPNl use, or the limitation or revocation
thereof;

o Records ofdisolosllTe or provision ofCPNI 10 third porties for marketing purposes,
including'B\1ckland Telephone Company's and affihates' sales and marketing campaign~ using customer
CPNI, tb. CPNI used, and what products and servloes were offered as part ofthe oampalgn;

d. Employee disciplinary records; and
e. Records of disoovered CPNl breaches, notifications to law enforcement regarding

'breaches, and anyrcopOnses from law enforoement regarding those breaohes.

Notification orAccount Changes

We \llJdClTstand that we are required to notify oustomera when changes have beenmade to
pas'lWords, customer responses to back-up means ofauthentication, or addresses ofrecord by mailing a

. notification to the acoount address ofrecord. ..

We do not reveal the cbanged acoount data in the notification.

: ,Unauthorized Dlsclosnre orCl'NI

We understand that we must report CPNl breaches 10 law enforcementno lam than seven (7)
: businesl days after determining the breaoh has ocourred, by sending electronic notification through the

link at htW:llwww.foo,gov/eb/CPNI!to the central reporting facility, which will then notify the United
Slales Secret Serv:lce (USSS) ~d the Federal Bureau ofInvestigation (FB!).

We understand that we may not notify customers or the public ofthe breach earlier than seven (7)
daya after we have notlficd law enforccment through tbe oentral reporting faclllty. Ifwe wish to notify
,customers or the publio immediately, where we feel that there is "an extraordinarily urgent need to notify"
to avoid '~nunedlate and irreparable barlll," we infonn law enforcement ofour desire to notify and
complywith law enforcement's direotions.

Records relating to suob notifioations sre kept in aCCo!'(\jnce with our record-keeping policies,
These records inolude: (i) the d~te we discovered the breaoh, (il) the date we notified law enforcement,
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(iii) s detailed description oftbe CPNJ breached, and (iv) the ciroum~ces of the breach.

During the oourse of the year, we compile information regardlng pretext~ attempts to gain
improper aocOSS to erN!, including any breoches or a\templed breaches. We include this mfonnation in
our annuol Cl'Nl compliance certification filed with the FCC.
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